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EDITORIAL

Dear readers,

It may be hard to believe but the Cold
War has been over for nearly 20 years.
There is now a generation who has
been fortunate enough to grow up wi-
thout the fear of «mutual assured de-
struction» (MAD) hanging over their
heads. With the threat of all-out nu-
clear war seemingly banished to the
annals of history, the world appears a
much safer place today. Yet, in recent
years the Cold War “balance of terror”
has been replaced by a state of confu-
sion, bringing with it new uncertain-
ties and the risk of once again
lurching towards a new arms race.
Last year, the long-running tensions
over the nuclear weapons programme
of North Korea were eased somewhat,
though the problem of nuclear wea-
pon proliferation refuses to go away;
around 40 countries worldwide cur-
rently have nuclear weapon capabili-
ties. Furthermore, the resurgence of

non-military nuclear power increases
the risk of nuclear material being di-
verted for use in the manufacture of
weapons of mass destruction. There
were over 100 reported nuclear
smuggling incidents in 2007, though
fortunately in each case the material
was either not weapons-grade orin
insufficient quantity to build a nu-
clear bomb. Currently, the capacities
of supervisory authorities, such as
the International Atomic Energy
Agency (IAEA), to carry out any new
inspections are limited, and the futu-
re of the Nuclear Non-Proliferation
Treaty hangs in the balance.

We in the SPIEZ LABORATORY are firm-
ly committed to developing new fields
of activity and innovative working
methods, such as the new biosafety
laboratory (which should be operatio-
nal by the end of 2010) and innovative
methods to analyse toxins and micro-
organisms using mass spectrometry.
Yet, the strategic trends observed over
the last few years have shown that we
were entirely right to continue focu-
sing on nuclear and radiological th-
reats, even after the end of the Cold
War. In 2007, we were involved in a
number of non-proliferation confe-
rences, such as the «Securing the Fu-
ture through an Integrated Nuclear
Non-proliferation Strategy» symposi-
um. One of its objectives was to
launch a series of projects on the

protection of highly radioactive sour-
ces which could be used in a dirty
bomb. Thanks to our specialist know-
ledge and expertise we are also in a
position to offer valuable contributi-
ons to the Comprehensive Test Ban
Treaty, for example on the technical
aspects of on-site inspections.

Our unique blend of longstanding ex-
perience and commitment to innova-
tion has made the SPIEZ LABORATORY
one of the world leaders in NBC pro-
tection. While our range of activities
has increased in recent years, the fe-
deral funds earmarked for NBC protec-
tion have not. We use our available
resources to ensure that this combi-
nation of experience and innovation
is preserved for years to come. This is
the only way we can further develop
and safequard the specialist experti-
se needed to provide comprehensive
NBC protection. ®

Dr. Marc Cadisch
Director, SPIEZ LABORATORY
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ACCUMULATING ROUTINE

EXPERIENCE IN PREPARATION FOR

EXTRAORDINARY EVENTS

2007 proved to be a rather unevent-
ful year for the SPIEZ LABORATORY,
in terms of NBC protection at least.
It also seemed that serious concerns
about weapons of mass-destruction,
which the broader public had shown
in recent years, have diminished
somewhat. (The number of searches
on Google for «Weapons of Mass
Destruction» or WMD, for example,
has fallen). The dearth of dramatic
news reports in 2007 does not
necessarily mean that the overall
situation is now more relaxed.
Admittedly, the Middle East crisis
showed signs of stabilisation

and de-escalation. News reports
suggested that Iran had halted

its nuclear weapon programme, while
North Korea had agreed to a nuclear
disarmament action plan. Given the
absence of the necessary conditions
for politically sustainable conflict
resolution, it remains to be seen
whether these developments are
viable in the long run or not. In
contrast to the moderate progress
made in the Middle East, the
situation in Southwest Asia began
to look increasingly unstable. In
2007, the area of Taliban influence
has almost doubled, more coalition
force soldiers than ever before were
killed, and the security situation

in Pakistan has dramatically
deteriorated.

Since some conflict zones can be
considered as geographically close
to certain parts of Europe, the
spread of the terrorist threat to
Europe itself cannot be ruled out.
The risk of weapons of mass destruc-
tion, in whatever shape or form,
falling into the wrong hands,
persisted in 2007. Fanatic groups
could overthrow the government

of its routine contracts, as well as its
many laboratory analyses and field
deployments, not to mention the
work of its accredited test laborato-
ries, the SPIEZ LABORATORY plays a
paramount role in helping to foster
and develop this expertise. In 2007,
the SPIEZ LABORATORY once again
proved its unstinting reliability in
this regard. @

Google searches on weapons of mass destruction (WMDs)

A: Inspection report finds no evidence of WMDs in Iraq.

B: US weapon inspectors end search for Iraq WMDs.

C: Senator Rick Santorum (R-PA) claims that WMDs were found in Iraq.
(They were in fact old ammunition shells from the Iran-Iraq war)

of a country which possesses weap-
ons of mass destruction. Alterna-
tively, such weapons could simply
slip out of state control.

This is why it is more important than
ever that Switzerland has access to
comprehensive NBC protection
expertise. Through the performance



PHYSICS

2007 IN REVIEW

As always the focus of the work carried
out by the Physics Section in 2007
was ensuring protection against
nuclear and radiological threats and
hazards. For example, it produced
reports on possible scenarios, such as
dirty bombs, and performed complex
yet comprehensive analyses of
environmental samples for the pres-
ence of different types of radionu-
clides. Preparatory work of this type
is essential to ensuring the effective
management of such emergencies
(from civilian to military disasters),
should they arise.

In 2007, the Radioactivity Group par-
ticipated in the FOPH programme
«Environmental Radioactivity and
Radiation Doses in Switzerland»

and trained NBC Defence Laboratory
1 technicians. The Radioactivity
Group also ensured that in any mobi-
lisation of the Emergency Organisa-
tion Radioactivity (EOR) it would play
an active role. Although no such
emergency arose in 2007, intensive
training exercises were held nationally
and internationally, such as the
highly demanding and challenging
monitoring exercise «In-Situ Gamma
Spectrometry and Dose Rate
Measurements in Emergency Situa-
tions» in Vienna-Neustadt (Austria).
These exercises regularly prove

that any armament and training
shortfalls can only be identified and

resolved through intensive use and
training.

To guarantee an adequate level of
emergency preparedness, specialists
must first master the analytical
experience used during routine
investigations, as well as analyses of
unidentified samples. At the same
time improvements and further devel-
opments must be made on an ongo-
ing basis. In 2007, the analytical
work of the Physics Section produced
a number of important break-
throughs, such as the detection of
very low concentrations of techne-
tium 99 in special samples from the
International Atomic Energy Agency
(TAEA). We also took part in research
projects carried out by national and
international partners in the field of
environmental radioecology for ex-
ample (investigations of pollution in
the environment, in the food chain
and its impact on the population).

The Physics Section also comprises
the small but very active Environmen-
tal Analysis Group. This team handles
questions which ultimately serve
to protect the population and the
environment from pollutants. The
team is predominantly involved in
projects on behalf of the Defence
Sector, such as:
e Investigation of the presence of
ammunition in Swiss lakes: plug-

ging knowledge gaps and testing
water quality)

e Analysis of the Saleggina shooting
range in Giubiasco, Ticino:
assessing the potential risks
to groundwater and trying out
new faster techniques)

e Groundwater analyses in
Andermatt on behalf of DDPS/
armasuisse.

Finally, the Radiation Protection
Authority, which acts as the commu-
nication platform between the DDPS
and the supervisory authorities,

has monitored a variety of projects
involving the destruction of military
material. In doing so, it has contrib-
uted to the observance of «legal
compliance». It was also involved in a
project in which radon levels were
measured in over 40 army facilities,
leading to the introduction of
measures, where necessary, to ensure
occupational safety at these
locations. ®
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DISARMAMENT/NON-PROLIFERATION

The nuclear experts working in the
SPIEZ LABORATORY handle the tech-
nical and scientific aspects of all
types of nuclear and radiological
threats. They closely follow prolifer-
ation-related issues and endeavour
to play their part in curbing the
proliferation of nuclear weapons.

In 2007 four meetings dealing di-
rectly with this subject were held in
Spiez:

31.05. - 01.06.2007
UPDATE AND PLANNING
MEETING RAP-NIS

The update and planning meeting
of the “Russian Academic Program in
Non-proliferation and International
Security” (RAP-NIS) was held in the
SPIEZ LABORATORY, with representa-
tives from US, Russian and Indian
universities led by Lee Peddicord,
(Texas A&M University).

13.07.2007

SEMINAR MONTEREY
INSTITUTE OF INTERNA-
TIONAL STUDIES (MIIS)

This seminar with Dr. Nicolai Sokov
from the MIIS Center for Non-prolif-
eration Studies provided an oppor-

tunity to discuss the latest non-pro-
liferation issues, the nuclear weap-
on modernisation program,

the strategic doctrine of the US,
Russia and France, as well as the
possible impact of a Russian
withdrawal from the INF/CFE trea-
ties.

08.10.2007

FOREIGN FIELD EXPERIENCE
IN NON-PROLIFERATION
AND INTERNATIONAL
SECURITY

Professor Lee Peddicord from

A&M University Texas visited the
SPIEZ LABORATORY in Autumn 2007
with two Russian professors and 11
students from the US and Russia. His
visit was part of the US-Russian
project “Foreign Field Experience
Program in Non-proliferation and
International Security”.

22.-23.10.2007
NNSA CONFERENCE

Held in the NBC Centre, the Confer-
ence “Securing the Future through
an Integrated Nuclear Non-prolifer-
ation Strategy” was sponsored by
the National Nuclear Security Ad-
ministration of the US Department
of Energy, and organised by the
SPIEZ LABORATORY in collaboration
with the Political Affairs Secretariat
of the DFA. Around 45 people from

16 countries took part. The main
purpose of the meeting was to
persuade other countries to make a
financial or material contribution to
existing and future projects in Rus-
sia and elsewhere.

COMPREHENSIVE NUCLEAR
TEST BAN TREATY CTBT

State parties to this treaty must
undertake not to carry out any
nuclear explosion, to prohibit and
prevent any nuclear explosion at any
place under its jurisdiction or
control, and not to participate in
any such explosion. Compliance
with the treaty is monitored by a
worldwide network of seismological,
infrasound, hydroacoustic and
radionuclide monitoring facilities.
An on-spite inspection is carried
out to clarify when there are suspi-
cions that a possible violation of
the CTBT has occurred. As a member
of the International Monitoring
System, Switzerland is responsible
for the seismological station in
Davos. The SPIEZ LABORATORY deals
with all inspection-related issues
and preparations, e.g. by develop-
ing an «on-site inspection opera-
tional manual» or by participating
in international radioactivity
monitoring activities.



UNEP MISSION TO LIBERIA

The Radioactivity and Environmental
Analysis Groups within the SPIEZ
LABORATORY Physics Division are
committed to supporting projects
aimed at protecting the population
and the environment. In doing so,
these specialists are also able to
gain practical experience in the
field. In April and October 2007, for
example, specialists from both
groups were involved in two UNEP
(United Nations Environment Pro-
gramme) missions to Liberia, where
they helped set up a water quality
laboratory and train local lab tech-
nicians.

In 2007, the long-running civil war
was over, yet the people of Liberia
still had no guaranteed access to
clean drinking water. The high in-
fant mortality rate there is primarily
due to the poor quality of the drink-
ing water. In light of this situation,
the UNEP, as part of its «Environ-
mental Laboratory Capacity Build-
ing» programme, decided to con-
centrate its efforts in Liberia on
drinking water quality testing. Its
objective was to help develop a cen-
tral testing laboratory in Monrovia
and provide local laboratory techni-
cians with the necessary training to
carry out such work.

The SPIEZ LABORATORY dispatched
its specialists to Liberia; they were
to play an important role on both
occasions. These types of mission

require extensive planning - not
only is it necessary to make special-
ist preparations, it is also essential
that due consideration is given to
the safety aspects of the assign-
ment, e.g. previous UN clarifications
or authorisation from the local au-
thorities. While the SPIEZ LABORA-
TORY has a wealth of experience in
specialist chemical analysis train-
ing, organising these courses
abroad, particularly in former con-
flict zones, always presents serious
teaching-related and logistical chal-
lenges for all involved.
Missions to war zones are frequently
the result of political or official re-
quests. So, for example, the Liberi-
an environment minister was on
hand in October 2007 to launch the
second laboratory technician train-
ing course. One week was spent in
the laboratory, where the 21 partici-
pants received a practical introduc-
tory guide to drinking water analy-
ses. This practical training also al-
lowed them to enhance and
consolidate the knowledge they had
acquired during the theoretical part
of the course. Besides developing a
rudimentary laboratory, the key ob-
jectives of the training course run
the SPIEZ LABORATORY specialists
included:
e Introduction to the problem of
drinking water contamination
e Introduction to drinking water

analyses adapted to local condi-
tions

¢ Use of rapid tests (inexpensive
but efficient method, also gener-
ally used in Switzerland, which re-
quires neither electricity nor cool-
ants)

e Observance of basic quality assur-
ance measures

e Evaluation and interpretation of
results

The courses also involved practical
training exercises in the field, which
enabled cooperation between drink-
ing water inspectors and laboratory
personnel to be put to the test. Par-
ticipants also collected field sam-
ples, which they later examined and
subjected to a microbiological anal-
ysis. The results were then discussed
at length with the SPIEZ LABORATO-
RY specialists.

On the final day of the course, all
participants sat a practical test. The
course concluded on a celebratory
note with the awarding of certifi-
cates and the official handing over
of the UNEP-financed laboratory
equipment to the Liberian environ-
ment minister. Both missions were a
resounding success, due in no small
part to the dedication of our
specialists. As a result, the drinking
water problem in Liberia should be
alleviated. ¢
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Field samples are
analysed and the results
are discussed at length
with the SPIEZ
LABORATORY specialists

Course participants
receive their certificates




= BIOLOGY SECTION
2007 IN REVIEW

In 2007, Biology Section projects
focused on the consolidation and
development of its existing bacteriolo-
gy, virology and toxinology expertise.
Laboratory analyses to detect special
pathogenic agents were supplemented
with other detection systems and
methods (extension of MALDI-Analysis
to bacteria detection and extension of
the methodological range: MicroSeq
rRNA sequencing). In the interests of
quality assurance, these were subject
to proficiency tests.

Alongside highly trained specialists
and well-established work processes,
laboratory infrastructure is one of the
key prerequisites when it comes to the
safe handling of special pathogens.
Technical safety advances could be
made in 2007 thanks to the installa-
tion of an additional glovebox system
for the Virology Group.

The SPIEZ LABORATORY also supported
the staff of the NBC defence laborato-
ry in the analysis of potential biologi-
cal warfare agents. The Biology
Section also provided expert input in
relation to the procurement of NBC
reconnaissance vehicles for use by
Swiss Armed Forces.

With regard to the new safety labora-
tory (SiLab), SPIEZ LABORATORY
specialists presented and discussed
their project for applied biosafety

training at the highest biosafety level
(BSL-4) to an international expert
group. (On the creation of the safety
laboratory and the basic principles
governing safety measures, see figure

on p. 14ff.)

BRIEF OVERVIEW OF SOME
OTHER MAIN ACTIVITIES IN
2007:

Laboratory analyses:

e Analysis of a sample (several let-
ters from one mailing) suspected
for anthrax for the «Zentrum West»
regional laboratory.

e Characterisation of seven ricin
varieties from different Ricinus
communis cultivars.

Interlaboratory tests:

e Within the regional laboratory net-
work: detection of francisella
(tularamia) and influenza (flu)

e Within the European Network for
the Diagnostics of Imported Viral
Diseases (ENIVD): detection of
the chikungunya virus

e Forthe STS 319 testing laboratory:
drinking water

Research and Development:

e Research projects with notably the
ETH Zurich and the Institute of
Infectious Diseases (Berne
University)

 New research cooperation with the
Swiss Tropical Institute. These
enabled us to validate methods for
the detection of brucellosis with
real samples from Kyrgyzstan, and
constituted the SPIEZ LABORATORY
contribution to epidemic control in
an endemic region.

e Cooperation in a project aiming to
develop anthrose antibodies
(against anthrax).

e Cooperation in the development of
molecular bacteria chips (anthrax,
plague, tularamia) jointly with
Zenteris GmbH, Jena

e Development of a method to
detect saxitoxin by means of HPLC/
fluorescence detection

Training:

e Supervision of a dissertation on
biological toxins and foodstuffs

e Supervision of two graduates from
the University of Applied Sciences
in Zurich
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ANALYSIS OF SUSPECTED

BIOTERRORIST SAMPLES

Biological risks do not just exist in
theory: toxic pathogens may also
be naturally-occurring or can be
deliberately released. In such cases
rapid detection is essential. The
SPIEZ LABORATORY has the requisite
laboratory and safety facilities

to handle suspected bioterrorist
samples. Analysis is undertaken in a
special biosafety level 3 glovebox
(see visual). This glovebox fulfils all
safety requirements for working
with traditional biological warfare
agents such as anthrax. Its most
important characteristic is a closed
system which can only be operated
using the built-in gloves.

SPIEZ LABORATORY is a partner of
the Swiss regional laboratory
network. This includes six laborato-
ries equipped to conduct primary
diagnoses of Risk Group 3 (RG3)
agents with bioweapon potential.
Following an agreement, the
SPIEZ LABORATORY and the «Zen-
trum West» regional laboratory
(Bern cantonal laboratory) work
together on sample analyses.

Last year only one suspected sample
had to be analysed for anthrax in
Spiez. Culture, molecular and immu-
nological detection methods were
used; the finding was negative.
Given that the SPIEZ LABORATORY is
ordinarily sent few samples to

analyse, it regularly participates in
interlaboratory tests. This ensures
that it can put its analytical exper-
tise reqularly to the test and control
the quality of its analytical work. In
2007, the national anthrax reference
centre (NANT), which also supplies
regional laboratories with protocols
and reference materials, organised
an interlaboratory test on the de-
tection of Francisella tularensis in
aqueous solutions and tissue sam-
ples. ALl SPIEZ LABORATORY analyses
were correct.

Its participation in an international
test within the framework of NATO/
PfP was equally successful. Here air
sampler filters were tested for the
presence of Bacillus anthracis, Yers-
inia pestis and Brucella melitensis.
The test showed that SPIEZ LABORA-
TORY has fast, sensitive and special-
ised procedures in place to detect
these agents, and is suitably pre-
pared to fully contribute to the man-
agement of a suspected bioterrorism
threat thanks to its rapid laboratory
diagnostic tests. ¢



SILAB PROJECT

Once the authorities had estab-
lished the budget for the new safety
laboratory (SiLab) and the building
and operating licences had been is-
sued (2006), the SiLab project man-
agement team could finally continue
their planning activities and the
building of the new safety laborato-
ry could also begin by late Autumn
2007. An important milestone was
reached with the ground-breaking
ceremony on 12 November 2007, at-
tended by Willi Scholl (Director
FOCP), Alfred Markwalder (Chief of
Armament), Ulrich Appenzeller
(Head of DDPS Real Estate, armasu-
isse), Peter Stutz (Chief of the
Armed Forces Joint Staff), Roland
Charriére, (Vice-Director FOPH),
Hans-Jiirg Késer (cantonal govern-
ment, Bern) and Franz Arnold (Spiez
municipal president). That so many
high-ranking officials took part in
this symbolic act reflects the fact
that not only will the Silab satisfy
the security and health and safety
needs of both the civilian popula-
tion and the armed forces, but also
that it enjoys, and will continue to
enjoy, the staunch political backing
of the canton of Berne, and the town
of Spiez especially. This support is
also decisive for how the future work
of the new safety laboratory will be
perceived nationally and interna-
tionally, and is essential for the
smooth running of SilLab generally.

CORE ACTIVITIES OF SILAB:

1. Development of diagnostics for
pathogens:
This service, which has an extensive
range of differential diagnosis re-
sources at its disposal, will be rou-
tinely offered around the clock to
military and civilian customers. The
laboratory will also become the na-
tional reference centre for special
pathogens.

2. Analysis of unidentified

(environmental) samples:
Experience has shown that such a
task requires the pooling of nuclear,
biological and chemical protection
expertise. The SPIEZ LABORATORY is
unrivalled in this regard. It has the
necessary capabilities to quickly ex-
amine a suspicious sample for the
presence of chemical, biological and
radioactive substances.

3. Training of military biological
specialists and civilian
laboratory technicians:

Every year, specialists from the

Swiss Armed Forces will spend

around nine weeks in the second

highest biosafety laboratory in Swit-
zerland (Level 3). Every course par-
ticipant, military and civilian alike,
will receive practical biosafety train-
ing (up to the highest biosafety level

4). Specialist national organisations
and the WHO work closely on the de-
sign of the course work and the
practical training.

4. Research and development:

This work should be geared towards
primary diagnostic needs. First and
foremost, this means the develop-
ment of new methods to test identi-
fied and unidentified pathogens. ¢
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1 Andrea Probst, Sanitary Planning @ 2 Roland Joss, Door Planning @ 3 Ueli Tiirler, Construction Engineer ®
4 Walter Jost, Construction Physics ® 5 Paul Béchler, Project Manager, Constructor, armasuisse ® 6 Fritz Gliicki,
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Bieler, Constructor ® 15 Regula Solinger, armasuisse ® 16 Heinz Suter, Deputy Project Manager ® 17 Franz Arnold,
Municipal president, Spiez ® 18 Rolf Nothiger, Project Manager # 19 Roland Charrieére, Vice-Director Federal Office
for Public Health FOPH # 20 Bernhard Reber, NBC Competence Centre of the Swiss Armed Forces ® 21 Ulrich Appenzeller,
Head of DDPS Real Estate, armasuisse ® 22 Peter Mani, Biosafety Consultant ® 23 Peter Stutz, Chief of Swiss Armed
Forces Joint Staff ® 24 Martin Schiitz, Overall Project Manager SiLab, SPIEZ LABORATORY @ 25 Renato Wieland,
Sanitary Planning ® 26 René Feller, Project Manager architecture ® 27 Marc Strasser, Overall Deputy Project
Manager SiLab, SPIEZ LABORATORY ® 28 Thomas Fuhrer, Project Manager Quality management



= THE SAFETY LAB

The new building will house facilities for level-3 and
level-4 laboratories. For each level seperate
security-measures are put into place.

- Lab level 4
- Lab level 3

Lab level 2
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CHEMISTRY SECTION

2007 IN REVIEW

With its three groups - Organic Chem-
istry, Detection and Decontami-
nation, and Analytical Chemistry -
the Chemistry Section in 2007 once
again provided Switzerland with

the requisite resources and expert
knowledge to competently cope with
the threat of a chemical weapons
attack. Activities included participa-
tion in the DDPS intervention

team (EEVBS) on coping with chemi-
cal weapons attacks, the training

of military NBC defence units, and
the provision of specialist arms’
control support.

ORGANIC CHEMISTRY

To enhance existing knowledge on the
manufacture of chemical warfare
agents, the Organic Chemistry Group
synthesised a series of highly toxic
chemicals at the dedicated Schedule
1 facility. The aim was to establish
the extent to which nerve gases could
be manufactured, using chemicals
that are not generally known as pre-
cursors. In addition to that, the
influence of certain reagents on the
fluoridation step for the synthesis of
nerve gases was evaluated. These
findings are important for the assess-
ment of specific arms control issues
relative to chemical warfare agents.

ANALYTICAL CHEMISTRY

The Analytical Chemistry Group is the
only testing laboratory in Switzerland
which has accreditation for the analy-
sis of chemical warfare agents. In
2007, it successfully passed its re-ac-
creditation audit. The group is also

a designated laboratory of the Organi-
sation for the Prohibition of Chemical
Weapons (OPCW), and again ob-
tained top marks in the annual OPCW
proficiency test. Such results at the
highest international level require
the continual development of analyti-
cal methods. Important insights were
obtained in the area of sample pre-
paration and the use of NMR as a
screening technology. Together with
the Biology Section, the Analytical
Chemistry Group developed new
methods to analyse toxins and micro-
organisms using mass spectrometry.

DETECTION AND
DECONTAMINATION

Among other activities, the Detection
and Decontamination Group conclud-
ed its extensive testing of apparatus
to detect chemical warfare agents and
provided recommendations on the
equipment of the new army reconnais-
sance vehicle. (See Report p.18ff.)

SPIEZ LABORATORY
AND THE OPCW

The Director General of the OPCW is
backed by a scientific advisory board
of 25 international experts (SAB).

Dr. Martin Schér has been invited to
participate in the SAB Analytics
Working Group, while the Head of the
Chemistry Section, Stefan Mogl, was
appointed to the SAB for a three-year
term. Moreover, the Head of the OPCIW
laboratory in The Hague visited the
Chemistry Section in Spiez. Thanks to
OPCW backing it was again possible in
2007 to offer a chemical synthesis
traineeship. This time the trainee

was from Uganda.

STAFF AND
ORGANISATIONAL NEWS:

Dr. Ueli Huber, who headed the
Chemistry Section for many years,
retired in April 2007. His successor

is Stefan Mogl, who had been Head of
the OPCW Laboratory in The Hague
until 2005. To fully exploit our special-
ist synergies, our arms control activi-
ties are now fully integrated into the
Chemistry, Biology and Radiology
sections of SPIEZ LABORATORY. As of
January 2008, the Head of Arms
Controlis also a member of the
Chemistry Section.
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INVESTIGATION COMMISSIONED

BY THE UNITED NATIONS

Due to its reputation as an inde-
pendent and internationally recog-
nised specialist laboratory with a
wealth of experience in dealing with
suspect samples, the UN asked the
SPIEZ LABORATORY in Autumn 2007
to send one of its specialists to UN
Headquarters in New York. Stefan
Mogl, Head of the Chemistry Divi-
sion, led the panel in charge of in-
vestigating the circumstances sur-
rounding a recent incident in UN-
MOVIC offices.

In August 2007 samples were found
in UNMOVIC offices (UN Monitoring,
Verification and Inspection Commis-
sion), which a UNSCOM had seized
eleven years earlier from an Iraqi
weapons’ factory. Accompanying
documents indicated that the sam-
ples contained phosgene. The offic-
es were evacuated and the FBI called
in to remove and analyse the sam-
ples. It soon emerged that the mate-
rial was harmless. The UN General
Secretary, Ban Ki Moon ordered an
immediate enquiry. The experts ap-
pointed to the panel had to find an-
swers to the following questions:

® How did the samples come to be
in New York?

e Which inspectors had transported
them?

o Why were the samples detected as
late as 2007?

Investigative panel: Stefan Mogl, SPIEZ LABORATORY (Team leader), Dr.
Susan Thomas Brown, University of Hawaii (former UNSCOM employee),
Sir David Veness, UN Undersecretary-General for Safety and Security

e What were/are the security regu-
lations for UN headquarters and
UN external services? How far
were these observed?

During its investigative work, the
panel found a number of shortcom-
ings which, when considered in iso-
lation, were rather minor, but which
nevertheless pointed to a failure in
communication over a period of

eleven years. Because of these com-
munication-problems and the re-
sulting information-deficit at the
time of detection, the samples from
Iraq could not immediately be de-
clared harmless. In its final

report, the panel offered construc-
tive recommendations to the UN-
Secretary General aimed at prevent-
ing the re-occurrence of such inci-
dents in the future.®



ASSISTING NBC PROCUREMENT

The new NBC reconnaissance vehicles
must - among other things - be
able to detect harmful chemical sub-
stances in the ground and in the air,
as well as investigate and mark
contaminated areas. This requires
detection devices that are able to
both survey the affected area and
monitor the air within the vehicle so
as to protect the crew. Such devices
must meet stringent safety stand-
ards: they must react rapidly to
warfare agents as well as to toxic
industrial chemicals, and be able to
«recover» fast. Moreover, their
construction should be sturdy and
they should be easy to operate.
Many detection devices are available
on the international market,
although they do not satisfy all the
relevant requirements. Practical
testing is thus a crucial part of
responsible procurement. Mindful of
this consideration, the apparatus
developed in the SPIEZ LABORATORY
were used to test these devices with
real warfare agents and toxic indus-
trial chemicals.

First, preparatory tests with the

warfare agents soman and sulfur

mustard were performed at room

temperature according to the

following criteria:

e Start-up time (time until readi-
ness for use, changes in the limit
of detection)

o Impact of the humidity of the
given gas on the limit of detection

e Impact of humidity fluctuations
on the limit of detection

® Memory effects, i.e. the deposi-
tion of warfare agents in the
measuring devices over a longer
period of time

Next, the response time of the
devices to 200pug/m3 of soman and
500pg/m3 of sulfur mustard was
measured, as well as the recovery
time at these concentrations after
2 minutes. To measure the limit of
detection under the influence of
interferents, some chemicals were
added at 1 percent of saturation
concentration in air for 1 minute.
(Corresponding to a source distance
of approximately 30 metres under
«normal» wind conditions.)

The memory effects of tabun, VX and
lewisite 1 were also tested, as well
as detection limits at 50 percent
relative humidity.

Behaviour at concentrations in line
with Acute Exposure Guideline
Level 1 (negligible symptoms for
unprotected exposure, AEGL1) for
various toxic industrial chemicals -
prussic acid, carbon disulfide, or
formaldehyde, among others - was
also tested.

Interferents, such as window clean-
ing fluid, unleaded petrol, diesel,
kerosene, AFFF fire-extinguishing
foam and sewage, and exhaust
gases from Puch, Saurer 6DM und
Piranha IIIC 8x8 vehicles, were used
to measure both memory effects and
cross sensitivity at headspace con-
centrations and ambient humidity.

Overall results went from an adequate
«good to satisfactory» to «just
satisfactory». Each device had its
specific pros and cons. However,
the overall evaluation generated
two clear front runners:

e RAID M 100 - a well-engineered
device making use of conventional
technology with a shiftover drift
pipe. Its ion mobility spectrum
analyser provides the best resolu-
tion and is adjusted for the entire
range of external influences. Thus
the device quite reliably identifies
the various substances (and not
just classes) for the presence of
both warfare agents and toxic in-
dustrial chemicals. In the overall
rating, and especially for toxic in-
dustrial chemicals, the RAID M100
achieved the best results.

e Swiss CAM, which is already in use
in the Swiss army as a detection
device for warfare agents. Cur-
rently, no vehicle mount system
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On the basis of the SPIEZ
LABORATORY tests for
the NBC reconnaissance
vehicles, the procure-
ment authorities and
the NBC Competence
Centre of the Swiss Armed
Forces decided to install
a pair of Swiss CAM and
a RAID M 100 to monitor
external air, and a pair
of Swiss CAM to monitor
internal air.

for the device is commercially
available - this will have to be de-
veloped

separately. Nevertheless, the
Swiss CAM achieved the best test
results in relation to warfare
agent detection.

On the basis of the SPIEZ LABORATORY
tests, the “armasuisse” procurement
unit and the NBC Competence Centre
of the Swiss Armed Forces decided
to install a pair of Swiss CAM and a
RAID M 100 to monitor external air,
and a pair of Swiss CAM to monitor
internal air.

J-5vm DA e
Fuper] g

MOBILE DEVICES FOR
SAMPLE ANALYSIS WHILE
DRIVING

After a pre-evaluation based on the
documents provided by the compa-
ny, three devices were put through
a series of more specific tests. The
winner was the Bruker MM 2 device.
Its advantages are that it can be
procured off the shelf, can be easily
mounted in the vehicle, and has
versatile sample feed.

A solution based on contact-free

measurement of surface contamina-
tion might be an interesting alter-
native to existing techniques.

It would do away with the difficulty
involved in transporting low volatili-
ty materials with a hot probe (where
some warfare agents might decom-
pose) to the detectors onboard.
This principle is being intensively
developed in the United States and
elsewhere. A joint research project
of the SPIEZ LABORATORY Detection
and Decontamination Group and the
Institute of Applied Physics of Berne
University will examine these
possibilities. @



NBC PROTECTION TECHNOLOGY SECTION
2007 IN REVIEW

Terrorist attacks worldwide are now
a daily occurrence; as long as they
do not go beyond a certain level
they are viewed as peripheral
phenomena. In 2007, Europe was
spared large-scale terrorist
attacks; however, a number of
thwarted attempts in our neigh-
bouring countries, and the ongoing
radicalisation of extremist groups
are testimony to the latent danger
of such attacks and are without
doubt a cause for alarm. Luckily,
Switzerland has so far not been
targeted.

The primary task of the NBC Protec-
tion Technology Section is to make
use of constantly updated threat
and hazard analyses to ensure that
the appropriate measures are taken
to protect against NBC events, and
increasingly against CBRNe events
(Chemical, Biological, Radiological,
Nuclear, explosives). It must also
ensure that protective equipment
and installations fulfil the stringent
requirements needed to provide
comprehensive and adequate NBC
protection.

Last year’s activities focused
primarily on the following areas:

® Conclusion of the planning and

development of new apparatus to
test the resistance of rubber and
textiles to warfare agents (YPAP
21). With the planned completion
of the installation in early 2009,
SPIEZ LABORATORY will be able to
subject plastics, rubber and
textiles to a high number of dif-
ferent test methods and cycles in
a system that is the only one of
its kind in the world. The entire
installation is computerised and
can be operational 24 hours a day.

® (as tests on integral protection
systems. A simulation agent was
used to experimentally test the
integral protection factors of the
ventilated FSA 06 protection suit
(to be used during EURO 08) and
of the heavy-duty SSA 08 suit.
The latter features an integrated
Self-Contained Breathing Appa-
ratus. Time and time again such
tests have shown that their pro-
tective performance is often not
as good as the manufacturers
claim, reasserting the impor-
tance of our own tests. The in-
creasing importance of
biological protection led to a
series of tests on clothing offer-
ing aerosol protection.

® A large-scale series of tests
subjected all valves authorised
by Swiss Civil Protection to a
conventional air blast load. This
inspection takes place every
5 years and is an essential part of
the quality management of
components subject to mandato-
ry testing prior to installation
in protective structures.

® The manual «Protection against
terrorist car bomb attacks»
was produced in collaboration
with the Scientific Research Unit
of the Zurich metropolitan police
and presented at a specialist
symposium attended by a large
number of Civil Protection repre-
sentatives. ¢
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SYMPOSIUM AND MANUAL: « PROTECTION

AGAINST TERRORIST CAR BOMB ATTACKS»

Extremist, fundamentalist terrorist
groups know no bounds when it
comes to killing not only innocent
victims but also themselves in the
name of their ideological beliefs.
The growing number of suicide bomb
attacks since the events of 11 Sep-
tember 2001 illustrate the potential
dangers faced by the Near and Mid-
dle East especially, as well as other
countries with a strong radical Is-
lamist presence. Given that Swiss
nationals also work in these crisis-
hit regions and that the threat of
terrorist attacks in Europe is on the
rise too, many different organisa-
tions have investigated how best
ways to provide protection against
such attacks.

Today car bombs, or Vehicle-Borne
Improvised Explosive Devices
(VBIEDs) as they are also known, are
one of the cheapest, most effective
and most dangerous weapons of ter-
ror. It is easy to conceal explosives
in vehicles and the quantity of ex-
plosives can vary depending upon
the type of vehicle used. They are
comparatively easy to handle and
the manufacture of the necessary
explosives is relatively straightfor-
ward. ANFO (Ammonium Nitrate Fuel
0il) is most frequently used in car
bombs, as it is a rather inexpensive
mix of porous ammonium nitrate
and fuel oil. Its TNT equivalent de-

pends on the mixture used, any ad-
ditives and the quality of the actual
ANFO. As a general rule, an ANFO
bomb has, on average, a TNT equiva-
lent of 70 percent, i.e. 1,000kg
ANFO has the same explosive force
as approx. 700kg TNT.

In 2007 experts from the SPIEZ LAB-
ORATORY, the Scientific Research
Service of the Zurich metropolitan
police and a private engineering
firm jointly developed a manual to
enable the simple assessment of car
bomb risks as well as an efficient
evaluation of the protective meas-
ures required. Although some as-
pects of this issue had been previ-
ously investigated (in Switzerland
too), a concise and clearly designed
reference work adapted to the real
needs of emergency response per-
sonnel was lacking. The manual en-
titled «Protection against terrorist
car bomb attacks” should solve this
problem. The security forces now
have at their disposal the necessary
scientifically-based, yet user-friend-
ly, systematic and practical informa-
tion on car bombs. On 22 November
2007, the manual was presented and
handed out to 60 Civil Protection
representatives during a specially
organised symposium in Spiez.

The manual deals with the potential
dangers of a (suicide) attack involv-

ing a car bomb (a), and provides the
information needed to calculate and
assess the effectiveness of building
reinforcement measures (b):

(a) The manual differentiates be-
tween the potential danger of an at-
tack involving an unmanned vehicle
and that of a suicide attack. Howev-
er, in both instances, those in
charge of operations must be able to
assess the risk to the given target
relative to the quantity of explosives
and the type of vehicle used. The
manual further facilitates the as-
sessment by providing the necessary
information to calculate the expect-
ed average TNT equivalent and the
maximum possible TNT equivalent
relative to the type of vehicle.

In addition, the manual details the
potential vehicle impact according
to a range of vehicle sizes, and in re-
lation to the vehicle weight and
speed. The speed of the approaching
vehicle further depends on three
essential factors, which the manual
also sets out: first, from a standing
start (in a confined space); second,
road geometry parameters (for open
access routes) and the resulting
direction of travel; and finally the
expected braking effect of different
types of protective barriers.

The manual also provides essential



On 19 April 1995 a car bomb ripped
through the Alfred P. Murrah
Federal Building in Oklahoma City.
168 people were killed and 800
injured. The car, which had been
parked in front of the building by
Gulf War veteran Timothy McVeigh,
contained 2300kg of explosives
(mixture of ammonium nitrate

& nitromethane, or ANNM). The
effects of the blast were equivalent
to around 1,800 kg of TNT.

information on the blast effect of
explosions, the impact of fragments
and debris as well as the damage
mechanisms of bombs packed with
large quantities of explosives. Based
on these calculations, it is then
comparatively simple to estimate
the necessary evacuation distance
relative to the potential TNT equiva-
lent of the bomb (cf. Graphic).

(b) In terms of the strategies to pro-
tect against car bomb attacks, the
manual separately analyses and
evaluates active measures (blocking
devices which should protect the
target from the explosive impact)
and passive measures (damping the
explosive impact by reinforcing or
shielding the target). Depending on
the desired containment effect, ac-
tive measures can range from the in-
stallation of benches and flower-
beds right up to heavy and partially
retractable stone barriers or con-
crete walls. The manual also analy-

ses the approximate displacement of
both fixed and movable blocking de-
vices relative to the force of the ve-
hicle impact load.

With regard to passive protection
against explosions, the manual pro-
vides information on the reduction
of the peak overpressure of the re-
sulting air blast relative to the
height of the protective shield and
its distance from the site of the ex-
plosion.

The manual is aimed at those work-
ing in the fields of prevention and
civil engineering, as well as on-site
security and emergency response
personnel responsible for defining
the stand-off zones and evacuation
perimeters as efficiently and accu-
rately as possible during such an in-
cident. The publication has been
warmly welcomed and praised with-
in these circles.
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Evacuation distance depends on the TNT equivalent of the car bomb

Example (see white lines):
For a car bomb with a TNT equivalent of 300kg, a minimum evacuation distance of
500 metres is required.



